
Chapter 8: Reporting and Corrective Action
This template provides you with the framework for Chapter 8: Reporting and Corrective Action.


8.1 Purpose and Importance
At [insert name of the enterprise] STC compliance is a paramount concern and a priority of our business. All employees are encouraged to immediately notify management when they require advice about a transaction involving strategic items or when there are concerns that an act of non-compliance may have taken place. [Insert the name of the enterprise] employees that report non-compliant activities will be commended for their diligence and will be free from reprisals from other employees or management.
Accordingly, a system must be in place to assure that all [insert name of the enterprise] employees are aware of the reporting/notification, escalation, and corrective action measures to take in the event of suspected or known incidents of STC non-compliance. The system should indicate the appropriate employee(s) to contact when STC compliance questions or concerns arise. 
[Additional information here]
8.2
Internal Reporting Procedure
Suspected or known incidents of STC-related non-compliance should be immediately reported, as follows:

If there are concerns related to a suspicious order inquiry or shipment, employees should contact [insert name and title of the empowered compliance official (e.g. CCO)] at [telephone number and/or e-mail address] without delay.
If there is a suspected or known incident of STC non-compliance, please notify the [insert name and title of the empowered compliance official (e.g. CCO)] at [insert physical location (including the specific building and room number), telephone number, and e-mail address].

Additionally, [insert name of the enterprise] employees may anonymously report suspected or known incidents of STC non-compliance by utilizing [insert the name and phone number of the compliance or ethics Hotline and/or the URL to the enterprise’s reporting website].
[Additional information here]
Note: Notifications of STC non-compliance can be directed to a variety of places within your enterprise (depending on your enterprise’s organizational structure) including: the Chief Compliance Officer (CCO), Trade Compliance Managers/Officers (TCM/TCO), legal counsel, an ethics hotline, or a combination thereof.
8.3
Internal Review/Investigation Procedure
Upon notification, the [empowered compliance official] will immediately evaluate potential compliance issue and determine whether there is a need for further investigation. If deemed necessary, the [empowered compliance official], assisted by legal counsel, will initiate an investigation and define its scope (products, customers, destinations, etc.) and the specific personnel and/or business units that will be subject to review. 
Designated investigators will be expected to thoroughly document their activities, collect any administrative or transaction records that may be necessary, submit a report on their findings, and recommend any necessary corrective actions. 
At the conclusion of the investigation, the employee responsible for initially reporting the violation will be notified of the outcome by the [empowered compliance official].
The [empowered compliance official] will review the report in conjunction with senior management to determine any corrective actions that must be taken and assign a timeline for their completion (see below).
[Additional information here]
8.4
External Reporting Procedure
If an STC violation is reported and confirmed, [insert name of the enterprise] will notify the competent national authorities, without delay.
If an unauthorized or problematic transaction involving strategic commodities is discovered, [insert name of enterprise] will contact [insert Government contact name here] at [insert the name and address of the government agency responsible for licensing strategic items] at [email address and/or phone number here].
The [insert title of the person(s) responsible for external notifications] shall be responsible for communicating instances of non-compliance and suspicious order inquiries to the competent national authorities. The [insert title of the person(s) responsible for external notifications] will consult with, senior management, legal counsel, and relevant compliance personnel prior to disclosing STC violations to the national authorities.

Information and documentation related to STC violations will be submitted in accordance with the laws and regulations in place in [insert the name of the country in which your enterprise is operating] and at a minimum, will include the following: [insert all documentation and information requirements]
In addition, [insert the name of your enterprise] will provide [insert the name of the responsible government agency] with the following information:
· Description and background related to the compliance issue or suspected violation;
· Goods or technologies involved, including, commodity classification number, and technical specifications of the item(s);
· Date of occurrence

· Countries involved;

· Parties to the transaction;

· Employees involved and their position or title;
· An explanation of why or how the alleged violation occurred(e.g. misclassification, lack of screening or due diligence) and the law or regulation (potentially) violated;

· Any corrective or other actions taken or planned in the aftermath; and
· Reiterating the enterprise’s commitment to STC compliance.
· [Additional information here]
[Insert the name of the responsible government agency] prefers/requires that information and documentation be submitted in [hard copy or electronic format and to whom?]. Once the initial notification has been submitted, [insert the name of your enterprise] will follow [insert the name of the responsible government agency]’s instructions.
[Insert name of your enterprise]’s STC-related disclosures will [remain confidential or be made public] and [insert name of your enterprise] will [notify not notify] other governments or external parties (when appropriate or required) when found to be in violation of [insert name of the country]’s STC laws or regulations. [Additional information here]

[Note: If your country allows for voluntary self-disclosures (VSD), you will need to develop procedures in accordance with those requirements.]
8.5
Corrective Actions

If and when STC violations occur, [insert the name of your enterprise] will take appropriate corrective and disciplinary actions. 

[Insert the name of your enterprise] recognizes that compliance violations necessitate the introduction of appropriate corrective actions and preventive measures to eliminate risks and vulnerabilities, enhance business and compliance processes, and ensure that similar violations do not recur in the future. 

After a violation has occurred, the [empowered compliance official], in consultation with management and legal, will introduce specific remedial actions to be taken and provide a timeline for implementation on a case-by-case basis. The [empowered compliance official], in consultation with management and legal, will assess corrective actions on an [annual] basis to confirm proper implementation and the elimination of identified risks and vulnerabilities. 
Strategic trade control compliance is a paramount concern at [insert enterprise name here] and acts of non-compliance will not be tolerated. In fact, employees that are found to be in violation of STC requirements will be punished. Depending on the seriousness of the incident, [insert the name of your enterprise] may choose to issue an oral or formal reprimand, a demotion, and/or impose financial penalties that range from [insert the range of financial penalties] on the employee. Where employees willfully commit or conspire to commit a criminal act, they will be terminated and referred to [insert the name of the appropriate national authorities] and prosecuted in accordance with the applicable STC and criminal legislation in force in [insert the name of your country].
[Add information here].
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